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Executive summary
Communication Service Providers (CSP)s have been at the forefront of innovation ever since the 
days of Bell Labs, which was the heartbeat of AT&T. In fact, inventions spanning from transistors 
to information theory to the digital hearing aid have come from CSPs. Today, we have a new 
generation of executives focused on massive growth opportunities around digital innovation with 
5G and full fiber.  

How will telecoms position themselves to monetize the next generation of innovations? The 
challenge for operators is the ability to understand the data in real time, in order to uncover 
revenue opportunities, reduce risk, and improve the customer experience. 

Data in real time at telecom scale is difficult to achieve for most Performance Management 
(PM) solutions. But the Elastic Platform, also known as the Elastic Stack, enables operators to 
be uniquely positioned to take advantage of data at scale in real time. It elevates the collective 
intelligence of operators with enriched context, a single taxonomy across a unified platform for all 
datasets and use cases.  

Being this fast isn’t easy. We’ve implemented inverted indices with finite state transducers for full-
text querying, BKD trees for storing numeric and geo data, and a column store for analytics. And 
since everything is indexed, you’re never left with index envy. You can leverage and access all of 
your data at ludicrously awesome speeds.  

Telecom operator data volumes and types are constantly evolving, and it can become expensive 
to store and search all of it. With the Elastic Platform, you can balance performance and cost. 
Store data locally for fast queries or remotely on low-cost S3 for unlimited searchable data. With 
the Elastic Common Schema (ECS) and runtime fields, you can also quickly onboard your data — 
and adapt to changes.
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The Elastic Platform can unify data across all formats, including time, space, geography, or any 
other attribute. And it can overcome any telecommunication silo, including the Internet of Things 
(IoT) and Industrial IoT. In doing so, it enables CSPs to execute multiple use cases across their 
organization with a single data platform.

Benefits:

•	 Enhance	the	customer	experience

•	 Reduce	the	cost	of	customer	acquisition

•	 Improve	customer	retention	

•	 Build	greater	customer	confidence

•	 Protect	the	brand	from	security	incidents,	

outages,	and	more

Advantages:

•	 Iterate	on	and	answer	any	question,	instantly

•	 Analyze	petabytes	of	data	in	seconds,	on-prem,	in	the	

cloud,	or	in	hybrid	workloads

•	 Automate	and	action	answers	for	business,	operations,	

and	security	teams;	for	example,	determining	if	a	service	

consistency	or	quality	issue	indicates	a	security	issue

•	 Ensure	that	all	incident	handlers	are	all	working	from	a	

unified,	search-based	data	platform

•	 	Enable	best-in-class	service	quality,	delivery,	and	

security	for	customers

•	 Easily	deploy	across	every	major	cloud	provider	and	

geography

•	 Help	increase	the	collective	intelligence	of	teams,	by	

enriching,	normalizing,	and	running	Artificial	Intelligence	

(AI)	and	Machine	Learning	(ML)
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Introduction 
The direction of changes in the digital world, as well as the rapid evolution of mobile networks, 
constantly push operators to revisit their approaches towards their processes and tools. 
Customers spend more time on the Internet, exploring social media and spending money on 
eCommerce. They’re willing to pay for the right services and information at the right time. 
Individualized real-time services are key, as customers rightfully expect all information to be at 
their fingertips. 
 
For global companies in all sectors, understanding the value of data is critical. Strategic initiatives 
like Know Your Customer (KYC) and Magenta One derive greater value from information, to help 
companies make wide-ranging decisions and improve their customer service.  

Furthermore, the data volume is increasing at exponential speed. The total amount of data being 
created worldwide in 2021 is estimated to be 74 zettabytes, which is 74 million petabytes. Most 
of this data will be transported via the Internet. By 2024, this number is expected to be 150 
zettabytes. 

New technologies and standards, such as 5G networks, bring new capabilities, but also additional 
demands. Autonomous driving cars will constantly communicate with each other and with some 
central control hubs. Internet of Things (IoT) devices, as well as global working scientists, will 
create vast amounts of data. And working, learning, and shopping from home has become the 
new normal, accelerated by the pandemic. 

These demands bring additional challenges to telecommunication providers. The communication 
infrastructure needs to be 100% reliable and at ever-increasing speeds. Data from many different 
sources needs to be gathered and correlated. Relevant information must be derived from this 
data pool in real time, and presented to stakeholders in an understandable way. Yet customers 
expect the prices for these services to drop. 

Today, modern IT requires tools that can scalably correlate data with any source of information. 
For example, data from 2G, 3G, 4G, and 5G needs to be put into relation with other sources, 
such as weather conditions and forecasts, traffic street flow, and aggregated customer location 
information.  

Current PM tools can analyze huge data amounts, but adding data from configuration 
management or fault management data brings much more value. Additionally, it’s important to 
distinguish between anomalies that can be related to some external event, and anomalies where
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a faulty device is the root cause. For example, an external event, such as sudden rain or a football 
match, can cause unpredictable behavior in network traffic, similar to an outage of a data center 
in a faraway city. Which of these take priority? 
 
Understanding the current situation of the network infrastructure, as well as planning ahead by 
using prediction models, requires a combination of many internally and externally generated 
data sources. Internally-gathered sources can include stream collection from an existing Radio 
Access Network (RAN), Open RAN, Transmission Network (TN), Core Network (CN), Value Added 
Services (VAS), Business Support System (BSS), and more. Externally gathered sources can 
consist of weather and traffic information, calendar and event information, and more.  

This combination of data sources creates valuable data derivatives that are important for 
business improvements and continuity. Machine Learning (ML) adds to this by identifying outliers 
that could not easily be detected without tool support.  

The Elastic Platform (also known as the Elastic Stack) enables the collection and correlation of 
these different data sources, and delivers relevant information from the data. It’s scalable and 
distributed by design, and its modern architecture is able to cope with increasing demands. With 
its ML capabilities, users can gain deep insight from the data, where normally, sophisticated AI 
tools would be required. 

Since this system doesn’t impose any virtual limitations of data processing, results are a direct 
effect of operator imagination. This is especially important for understanding which data 
correlation could help to better understand the network, customer behavior, and service quality.
In the following pages, we’ll present you with a view of enriched PM tools dedicated to mobile 
operators. 

Before we explain the strengths of each tool, let’s look at the main technology streams having a 
significant impact on the mobile operator’s world.
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Automatization: The driving force behind business 
development

It’s important to understand the “big picture” or art of the possibile created by the new modern 
mindset—and to grasp the new direction of business. 

Early adopters of technology have greatly benefited from it, not only in telecommunications but 
far beyond. Good examples of early adopters are fintech disruptors like Revolut, automotive 
innovators like Tesla, communication companies like Zoom, platforms like Facebook (WhatsApp), 
and hundreds more. 

The journey towards automatization is one of the latest examples of early adoption. This 
interactive process will drive businesses towards the end goal of automation (AIOps), and can be 
enabled with modern, IT-based tools.

We’d like to present you with a vision of an enhanced network performance analytics system. 
In the following chapter, we’ll explore its assumptions, architecture, and practical reference 
implementation in the mobile network operator environment. 
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Enriched network performance analytics system

Architecture 
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The architecture of the system consists of the following layers:

Data collection layer

The foundation for the system is data collected from the entire infrastructure, and is visible as 
the “data collection layer.” The types of data collected here represent each process, including 
performance data, fault management data, transmission data, billing data, value-added services 
data, and more. Its sources aren’t limited to those presented. 

Data enrichment layer

Once data reaches the processing pipelines within the “data enrichment layer,” the following 
actions are applied to make sure that it becomes high value:

• Filter:	Users	can	select	valuable	events	or	remove	low-value	data.

• Geo-enrich:	Users	can	add	geo-positioning	details	to	all	types	of	data,	to	represent	subscriber	

activity,	distributed	system	behavior,	financial	data	in	rich	maps	visualisations,	and	more.

• Pre-calculation:	Users	can	perform	more	advanced	Key	Performance	Indicator	(KPI)	calculations	at	

this	early	stage,	if	needed.

• Normalize:	This	removes	the	hassle	of	inventing	a	name	schema	for	the	data.	Users	need	to	follow	

standard	naming	conventions	and	extend	them	uniformly	to	enable	correlation	between	datasets.	

Elastic	created	Elastic	Common	Schema	(ECS)	to	make	users’	lives	easier.	Many	of	the	event	fields	

are	well	defined,	and	out-of-the-box	dashboards	are	available.

• Enrich:	Data	sources	can	be	enriched	with	additional	information;	for	example,	Cell	ID	to	name	

mapping,	fault	codes	to	descriptions,	and	more.

Data speed and persistence layer

Elasticsearch is the distributed search and analytics engine at the heart of the Elastic Platform. 
The Elastic Platform provides real-time search and analytics for all types of data. Whether you 
have structured or unstructured text, numerical data, or geospatial data, Elasticsearch can 
efficiently store and index it in a way that supports fast searches. You can go far beyond simple 
data retrieval and aggregate information to discover trends and patterns in your data. And as your 
data and query volume grows, the distributed nature of Elasticsearch enables your deployment to 
grow seamlessly right along with it.
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The advantage is Elastic’s distributed document store. Instead of storing information as rows 
of columnar data, Elasticsearch stores complex data structures that have been serialized as 
JavaScript Object Notation (JSON) documents. When you have multiple Elasticsearch nodes in 
a cluster, stored documents are distributed across the cluster and can be accessed immediately 
from any node.

When a document is stored, it’s indexed and fully searchable in near real time—within 1 second. 
Elasticsearch uses a data structure called an inverted index that supports very fast full-text 
searches. An inverted index lists every unique word that appears in any document and identifies 
all of the documents each word occurs in. 
 

Analysis and visualisation layer

Once data is written in Elasticsearch, a whole new world of analysis becomes possible. 
Elasticsearch and Kibana User Interface (UI) are tightly integrated, enabling users to represent 
data in any form. There are numerous visualizations available to deal with data representation, 
such as. 

• Vega library	

• Timeline

• Lens

• Standard Kibana visualizations

• Canvas (dynamically generated infographics)	

Elasticsearch enables real-time processing upon query. Data can be:

• Aggregated:	This	covers	all	types	of	data	operations;	from	simple	aggregation	to	complex	

mathematical	metric	calculations.

• Transformed:	This	data	can	be	pivoted	to	being	entity-centric,	for	supervised	machine	learning	

processing.

• Searched:	Elasticsearch	enables	users	to	search	for	any	type	of	documents	in	milliseconds.	It	

includes	a	ML	engine,	which	supports	a	range	of	algorithms;	from	unsupervised	time	series	to	entity-

centric	supervised	methods.

https://www.elastic.co/guide/en/elasticsearch/reference/current/near-real-time.html
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Processes

This layer represents example processes which can be executed using the Elastic Platform. It 
enables rich extensions for its ecosystem. Custom modules or plugins can be created on each of 
the processing and representation layers. 

What’s more, mobile operators can gain a significant advantage in the efficiency of their network 
analytics.  

In traditional solutions, insights are limited to a single data source domain, and don’t provide a 
customer-centric view. Shifting away from this approach and co-locating all information onto 
the Elastic Platform opens up new ways to perform data analysis. This enables operators to map 
customer experience to service quality, and later, to system availability.  

Fraud and abuse of the network can be detected using the same data set and the same analytic 
capabilities. This opens new avenues of insight beyond technical view, user behavior analytics, 
IoT system behavior understanding, security/fraud analysis, and more.  

With the Elastic Platform, this comprehensive monitoring and analysis become possible 
without the development of complicated algorithms. Most of it can be done out-of-the-box, so 
telecommunication operators can easily upskill their existing employees, rather than restructure 
their existing teams.
 

Enriched correlation: The real power of data analytics
What is “enrichment” and why is it so important and powerful for mobile operators? 

Data enrichment is the process of combining first-party data from internal sources with disparate 
data from other internal systems, or with third-party data from external sources.  

Enriched data is a valuable asset for mobile operators, because it becomes more useful and 
insightful. Most brands conduct data enrichment on their raw data, so they can use it to make 
informed decisions. In 2018, data enrichment grew by 80%, and is projected to grow even more 
next year.
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What are the benefits of data enrichment?  

•	 It	lets	users	append	or	otherwise	enhance	collected	data	with	relevant	context	obtained	from	

additional	sources.

•	 It	helps	organizations	save	money,	as	there’s	no	need	to	store	information	in	raw	format.	Instead,	it’s	

better	to	enhance	internal	data	with	external	sources	of	data	for	the	benefit	of	the	organization.

•	 Mobile	operators	can	use	it	to	enhance	the	data	they	already	possess,	so	they	can	make	more	

informed	decisions.	

•	 Organizations	can	more	successfully	boost	successful	targeting	of	proper	customer	segments	or	

supporting	technical	decisions.

• Businesses can gain deeper insight into networks or customers’ services. 

Source of statistics and data assessment: Is there any limit?
Extract, Load, Transform (ELT), Extract, Transform, Load (ETL), or data streaming systems (Kafka, 
RabbitMQ, Spark) are prepared to extract, load, and transfer any type of data from any source of 
data. It would be a waste just to store that data without a deeper understanding of what’s going 
on there. 

Below are examples of sources that are related to telecommunication and IP service providers, to 
show that you can be comfortable with your existing platforms. 

Remember that enrichment with data from social media or any Internet-based interfaced solution 
such as weather forecasts and traffic reports, can provide successful mobile operator network 
analysis. 

Network statistics (network element KPI, DNS, statistics, CDR)

All network elements from 2G, 3G, and 4G solutions, regardless of the vendor, deliver dozens of 
KPIs, metrics, and in some cases, logs. This data can be sourced in CSV, ASN.1, XML, and Text 
data formats, as well as in CDR and EDR data types.  
 
Using a data streaming system, you can source network statistics to the Logstash system, to 
enrich with other sources of information.  

Existing data warehouse collections aren’t a problem. In the future, you can migrate the data or its 
aggregates into a new system.
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Network element statistics (log, Netmon, Netconf)

IP platforms are delivering log files in standardized forms. By default, Logstash or Beats readers 
can understand it and format it to an easily readable format for the Elasticsearch engine. Netmon 
or Netconf files can be adopted, too.

Network monitoring tools (network interface monitoring)

The uniformity of the IT system allows it to connect to network monitoring systems. Online CDRs 
or network probes with OpenAPI interfaces can be sources of additional information. One system 
doesn’t limit the second one.

Testing network quality (PM drive tests)

There’s no better way to verify the network quality than using drive tests or remote User 
Experience (UE) automatic test systems. Why not collect this information in the new system as 
well? 

It doesn’t need to happen online. UL quality measurement will be a source of important 
information. Why not span it over a higher number of test devices than the operator’s units?

Customers are the best source of statistics (UE statistics)

Customer UE collects a large quantity of information, including network quality—mainly through 
smartphones. 

The operator’s infrastructure collects pieces of this UE data in isolated places, including the 
Customer Relationship Management (CRM) system, location platform, and applications on a 
smartphone (after customer consent). Each UE network communication is terminated in the core 
network.  

Mobility Management Entity (MME) and other core network devices provide each mobile 
procedure result with a Cell ID and Mobile Station International Subscriber Director Number 
(MSISDN). You can now connect the sources to the new tool, and correlate it over location and 
MSISDN or email. It can easily be mapped to GeoPosition, and network quality can be measured 
down to cell location.



 © 2021 Elasticsearch B.V. All rights reserved.  |  15  

Customer complaint statistics (CRM integration) 

It makes sense to look at different sources of data. Why not look into the source of negative 
information, to learn how and why the network doesn’t always function well? 

Collection and correlation of CRM tickets, where customer complaints are stored, can be an 
important source of important data for understanding service delivery and performance. 

This capability and its benefits can extend beyond CRM, as various systems can be enriched with 
online monitoring systems. A good example is Downdetector.

Fraud can be minimized, while we correlate different source of data

Modern PM is more than just a collection and store of data. Data analytics with trained ML 
algorithms, well sourced with properly selected sources, can be a powerful tool in fighting several 
fraud sources.  
 
Lately, SIM swap attacks have increased in popularity. A bad actor will duplicate and replace a 
SIM card to gain access to a two-factor authentication method, such as a mobile phone SMS 
message. This method is then used to gain access to a bank account to extract funds.  

Theoretically, a SIM swap attack is an issue for each bank customer or the bank itself. What if we 
could immediately alert a bank and its customers about possible fraudulent operations? This is 
actually easy to do, as the answer lies in the core network signalling data. The SIM International 
Mobile Subscriber Identity (IMSI) number, the International Mobile Equipment Identity (IMEI) of the 
device, and the Cell ID all link to geolocation combination, and any change will indicate fraud. It’s 
as simple as collecting data and setting up a hysteresis sensitivity parameter. 

PM tools: Analysis of the market and vendors
PM tools have been on the market ever since the first mobile networks were deployed. It started 
with dedicated products from companies like Metrica. 

Over the years, new vendors recognized that the PM system was an important part of the mobile 
operator ecosystem. A good, reliable solution could keep the network quality on a proper level.
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The intensive development of 4G/LTE broadband Internet created a demand for high quality 
and capacity. An explosion of mobile applications, eCommerce, and social media forced mobile 
operators to look deeper into data. 
 
This spurred the development of new PM solutions and Service Assurance (SA) products, 
delivered by network monitoring producers. These tools primarily use data collected by network 
probes listening to the online traffic. By design, they don’t extend to the network statistics, or log 
files intensively by applications or network elements. 

The evolution of the Internet and social media allowed IT vendors to step into the mobile networks 
market. The main difference is in the way telecommunication and IT organizations treat the 
interfaces and approach toward applications.  

For decades, telco systems have followed strict 3rd Generation Partnership Project (3GPP) 
standards, with well-defined interfaces. Despite the open access to the standard specification, 
vendors treated it as “locked” for their products.  

IT organizations took the opposite approach. They put minimal effort into standards, while 
concentrating on openness and universality. This revolution started with Linux, and with this 
strong DNA, the whole industry went the IT way. 

The effect of this IT approach is enormous. It resulted in the highly flexible OpenAPI standard, 
which connects anything with anything, and enables access to any open-source community 
algorithms and systems. Not surprisingly, 3GPP and European Telecommunications Standards 
Institute (ETSI) finally recognized it, and the newest 5G standards adopted the IT approach as a 
way to the future. 

IT vendors will soon look more seriously at the telecommunication market, mainly mobile 
networks. A marriage of flexible, programmable, DevOps-based tools for telecommunications use 
cases can deliver the right solutions. 

Why do we believe that IT-based solutions can effectively compete with telco or network 
monitoring PM solutions?
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Any source of data

Any-2-any-based on
OpenAPI or shared access

Adopts any scalable ETL, 
ELT solutions

Adopt any methodology
you like

Integrate any solution, use
your Python algorithms

Network statistics

Vendor-based

Limited to
 “approved” partners

Roadmap-based

Requires architecture
design

Dependent 
on vendor strategy

Customization 
may be required

Only new generation

Using “approved” 
partners

Network probe statistics

Vendor-based

Limited to
 “approved” partners

Roadmap-based

Requires architecture
design

Dependent 
on vendor strategy

Customization
 may be required

Only new generation,
no physical media probes

Using “approved” 
partners

Customer approach-based

Here and now, 
do it yourself

Here and now, 
do it yourself

By definition a whole
solution

Focus

Roadmap

Interoperability

Development

Scalability

Flexibility

DevOps

Cloudification

ML/AI

Telco vendors like
 Ericsson, Nokia,
and Mavenir

Network monitoring
like Netscout,
Polystar

IT-based vendor
like Elasticsearch,

Grafana

The table below summarizes an analysis of existing market vendors from all three sectors.

IT-based solutions are more open and flexible. 

Does this mean that they’re free of issues? Of course not. Today, their weakest points are the low 
number of references and the still-growing awareness about the potential of that tool.

However, the message is clear: flexibility and openness are the right choices for 
telecommunications operators.
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TM Forum: Why not an IT approach?
For years, TM Forum has been establishing a well-structured standard for managing 
telecommunication networks and enterprise environments. TM Forum delivers good routines and 
creates order in the way organizations are managed.

Today, however, in a very fast-changing environment, all systems and applications are moving 
towards cloud-based solutions and open integrations. We need to accept the fact that only agility 
can grow with the customer. 

Google, AWS, Microsoft, and other providers delivering hyper-scale solutions bet on the DevOps 
approach, scaling up with no limits. 

Since 2016, TM Forum has been working intensively on its own standards and recommendations 
for adopting it in modern, OpenAPI interfaces and methods. This initiative, Open Digital 
Framework (ODF), can be adopted in business, deployment, runtime, implementation, and 
information systems. In the case of PM systems, the most interesting is the Data & Analytics 
Toolkit Initiative. 

TM Forum also drives IT-based solutions. Using open and universal tools like Elasticsearch 
enables you to be ready for fast adaptation (OpenAPI), as well as verification of data models using 
TM Forum toolkits.
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PM tool of the future

“You can’t change the world, but you can follow it if you understand it.”

The future of mobile network operators is clear. Networks will be cloudified, technologies will 
change faster, and the number of issues will grow. 

Why not prepare for it? Why not take a few steps with one jump? 

We strongly believe in a change of approach and architecture in the development of network 
monitoring and network PM solutions.  

We’ve prepared a 10-point manifesto that can serve as the foundation of the next-generation data 
analytics system.

Manifesto of enriched network performance analytics 
system:
1.	 Feel	independent.	No	more	vendor	lock	–	Build	your	architecture	based	on	modern	and	wisely	
supported	IT	solutions	like	Elasticsearch,	RabbitMQ,	Kafka,	and	Spark.	Simplify	data	structure	
using	JSON	semantics.	Be	ready	for	fast	and	easy	integrations	over	OpenAPI	interfaces	and	
easily	adaptable	components.	Even	telco	vendors	recognized	it’s	a	must	as	standardized	in	5G	
by	ETSI	and	3GPP.	
“The new world in cellular must start with a foundation on software and Application Programming Interface (API)-led 
connectivity. Further, the continued convergence of cloud software and cellular may well mean that, in addition to 
bolting on software capabilities, CSPs must learn how to build them in 2021 and onward.” (Don Alusha, Senior Analyst, 
ABIresearch - 68 TECHNOLOGY TRENDS THAT WILL SHAPE 2021).	

2.	 Be	scalable	vertically	and	horizontally	–	ITU	has	defined	5G	standards	based	on	three	main	
pillars:	eMBB,	URLLC,	and	mMTC.	You	need	to	deliver	the	Internet	to	customers	with	low	latency	
and	massive	IoT	capacity.	What	does	it	mean	for	PM	systems?	Hundreds	or	even	thousands	
of	new	PM	anchor	points	(MEC	servers,	vRAN,	Open	RAN,	and	RAN	intelligence	Controllers	
[RICs]	working	in	near	real-time	schemes).	Data	collection	architecture	must	be	prepared	for	
PIRAMIDE-based	data	collection	and	very	fast	analysis.	We’re	talking	about	plenty	of	clusters	
with	reasonably	high	redundancy.	Here,	clustering	and	virtualization/containerization	for	
analytical	systems	will	be	helpful.	
“A critical part of 5G will be Multi-Access Edge Computing (MEC) that brings the applications from centralized data 
centers to the network edge, and therefore closer to the end-users, enabling low-latency and data-rich services’’ 

(RADCOM Emerging Automated Assurance Trends in 2021).
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3.	Geolocation	is	a	powerful	enrichment	–	Mobile	networks	aren’t	the	only	source	of	information.	
MSISDN	isn’t	the	only	indexing	field.	Geolocation	enrichment	lets	you	correlate	many	
occurrences.	You	can	recognize	powerful	business	intelligence	revelations	if	you	combine	RAN,	
CN,	and	TN,	as	well	as	weather	forecast,	social	media,	and	other	enrichments.	

4.	Uniformity.	Use	versatile	tools	–	Open	RAN	means	more	than	just	two,	three,	or	even	five	
vendors.	You	can	easily	assume	it	will	be	doubled	or	even	tripled,	due	to	private	networks.	More	
RAN	vendors	doesn’t	necessarily	mean	an	integration	problem.	If	you	bet	on	universal	tools	like	
Elasticsearch,	you’ll	no	longer	wait	in	queues	for	change	requests	for	your	important	but	still	
tailored	needs.	You	can	do	it	with	your	team,	or	with	experts	from	the	Elastic	consulting	team.	

5.	 DataOps	approach	–	Your	tasks	will	soon	require	fast	and	reliable	procedures,	following	the	
growing	scale	of	the	network	with	oceans	of	data.	Remember,	more	engineers	won’t	guarantee	
better	service.	The	future	requires	a	DataOps	approach.	It	can	be	assured	with	agile	data	
engineers	and	developers.	Give	your	engineers	training	and	open-source	tools.	You’ll	be	
surprised	how	fast	they	adopt	changes	into	the	PM	approach.	

6.	Cloud-based	solutions	–	Data	lakes	will	grow	to	data	oceans.	Today,	you	can	afford	to	collect	
and	analyze	petabytes	of	data.	What	if	the	situation	changes	in	the	future,	and	your	budget	and	
physical	possibility	will	surpass	it?	If	you	decide	to	put	all	your	PM	solutions	on	your	own,	but	
easily	transferred,	cloud-based	platforms,	you’ll	feel	safe.	A	hybrid	solution	with	a	public	cloud	is	
just	a	matter	of	a	few	clicks	for	your	engineers.	
“According to the International Data Corporation (IDC) forecast, 2021 will be the year of multi-cloud, with most 
enterprises deploying combinations of on-premises, off-premises, public and private clouds as their default 
environments.’’ (RADCOM Emerging Automated Assurance Trends in 2021).” 

7.	 Predictive	ML	–	You	don’t	need	a	crystal	ball	to	predict	the	unexpected.	You	can	use	ML	
predicting	tools.	Elasticsearch	understands	the	ML/AI	power	and	the	need	for	versatile	ML	
algorithms.	We	developed	it	for	you,	and	we’ll	improve	it.	Your	data	analytics	team	just	needs	to	
pick	the	right	algorithm.	
“The 5G era requires an intelligent network to manage all this complexity and monitor large volumes of data that can’t 
possibly be done by humans (RADCOM Emerging Automated Assurance Trends in 2021).” 

8.	AIOps.	AI-assisted	root	cause	analysis	–	AI,	assisted	by	smart	and	“data	meaning	sensitive”	
engineers,	will	be	a	toolbox	of	the	future.	You’ll	be	surprised	how	many	unforeseen	issues	are	
growing	in	your	network.	Learn	how	to	find	and	solve	them	with	the	help	of	automatic	solutions.

https://www.marketscreener.com/quote/stock/RADCOM-LTD-10641/news/RADCOM-Emerging-Automated-Assurance-Trends-in-2021-32227699/
https://www.marketscreener.com/quote/stock/RADCOM-LTD-10641/news/RADCOM-Emerging-Automated-Assurance-Trends-in-2021-32227699/
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9.	Migrate	old	technologies	in	steps	–	You	don’t	need	to	migrate	all	of	your	existing	data	and	
analysis	into	new	solutions.	Do	it	in	steps,	starting	from	the	newest	streams.	You	don’t	want	to	
choke	on	too	many	issues	and	lose	the	possibility	to	grow	flexibly.	

10.	GDPR	and	access	control	by	default	(ACL)	–	Keep	customer’s	secrets	under	control.	Gain	full	
control	of	access	to	any	index	or	document	with	logging.

Why do we believe that a new approach to the analytics of data is required? The answer can be 
found in the view on new technologies coming to mobile operators.

5G: The next generation of the mobile network
5G isn’t just a new version of 4G technology. It’s a new philosophy which reflects the business 
needs growing in different areas of our lives, particularly Internet services.

Enhanced mobile broadband
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Smart home/buiding
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Self driving car
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ITU-R definition of 5G scenarios
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The new 5G mobile technology assumes that it will extend usability and quality for new use cases 
and applications, which cannot be satisfied today with 4G technology. 

ITU-R has defined three main usage scenarios [ITU-R M.2083]:

•	 Enhanced	Mobile	Broadband	(eMBB)	to	deal	with	increased	data	rates,	high	user	density,	and	high	

traffic	capacity	for	hotspot	scenarios,	as	well	as	seamless	coverage	and	high	mobility	scenarios	with	

still-improved	used	data	rates

•	 Massive	Machine-type	Communications	(mMTC)	for	the	IoT,	requiring	low	power	consumption	and	

low	data	rates	for	very	large	numbers	of	connected	devices	

•	 Ultra-Reliable	and	Low	Latency	Communications	(URLLC)	to	cater	for	safety-critical	and	mission-

critical	applications		

The need for change is summarized in the table below:

It defines new critical requirements for new types of services, which can be addressed only with 
an important change in the 5G network architecture and its performance. A new demand cannot 
be delivered by existing solutions.

The main messages are disaggregation and virtualization 

Practically speaking, this means that telecommunication vendors and mobile operators are open 
to adopting IT-based technologies and solutions. 
 
Disaggregation means that no software will be strictly connected to the hardware. Vendor locking 
will soon be over. Mobile operators can decide which solution and vendors will cooperate in the 
process to deliver the solution.
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5G 3GPP standards define many points of flexibility, and merge the telecommunication standards 
with IT processes and openness. 

Does this make mobile operators’ lives more difficult? Not at all. It opens a new opportunity to 
use many proven IT tools, such as modern data analytics frameworks, monitoring solutions, and 
integration interfaces (OpenAPI), as well as open-source community-based solutions. 

Operators will be able to do more themselves, and also invite agile vendors and integrators to 
cooperate.

Following that assumption, ETSI and 3GPP standardized the new architecture of the RAN 
and the CN network. The picture above presents the 5G SA network architecture. All network 
telecommunication functions, such as, for example, MME (now split into two functions AMF and 
SMF) won’t be vendor-specific hardware, but rather, an application (Network Function, or NF). 
All NF will be delivered as virtual or containerized systems communicating over open network 
Interfaces. 

Low latency challenge requirement requires moving a CN closer to the customer. It will appear 
as a new network element type, Multi-access Edge Computing (MEC). These servers need to be 
located 10-20 km away from the user to make sure they’ll deliver a 1-5 ms latency service. MEC 
will become a twin of the Open RAN solution. CU and DU, both as part of a new-generation RAN, 
together with RIC applications, which will be deployed on the MEC servers xApps.
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The mentioned new RAN systems will be divided into three main components: Radio Unit 
(RU), Distributed Unit (DU), and Central Unit (CU). These changes can optimize radio resource 
management algorithms by using ML and AI solutions. More about this is explained in the next 
chapters. 
 
Another innovation is a platform called Network Data Analytics Function (NWDAF). It will become 
the heart of the core network as a source of online data for ML and AI optimization algorithms 
related to services on core and radio networks. For example, it can be used as a Quality of 
Service (QoS) profile adjustment service or traffic handling optimization. NWDAF coordinates 
predictions with the Operations, Administration, and Maintenance (OAM) system. The importance 
of that platform for the future of PM tools is described in the next chapters.

RAN vendors: Current situation and the future
Nowadays, mobile network suppliers are represented mainly by five companies: Ericsson, Huawei, 
Nokia, Samsung, and ZTE. Some experts mention only the Big Three: Ericsson, Huawei, and 
Nokia. 

Over the last several years, Huawei’s technological excellence has translated into market 
dominance. Huge R&D investments, future-proof design, and an open ear on customer demands 
created the power of this company.
 
As a consequence, both Huawei and ZTE were accused of spying and abuse of customer privacy 
by the previous U.S. administration. So far, this claim remains unproven. 

The political and economic push for a ban on Chinese companies was so strong, countries like the 
USA, Australia, and New Zealand decided to ban Huawei and ZTE in IP and telecommunication 
providers. 

The European Commission, under the same pressure, prepared a document called the EU 
Toolbox, which describes security guidelines for all EU members. 

In 2021, all EU members must decide how to regulate access of low credibility suppliers to IP and 
telecommunication networks.
 
All this has made the situation involving Chinese companies unclear. Even if the restrictions were 
moderate, mobile operators may be less inclined to accept them in networks.

https://www.wired.com/story/huaweis-many-troubles-bans-alleged-spies-backdoors/
https://www.wired.com/story/huaweis-many-troubles-bans-alleged-spies-backdoors/
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European and Korean vendors face the opposite situation. Right now is the best time for 
harvesting 5G contracts, as these vendors can convince operators to swap existing Chinese base 
stations into “safe” RAN solutions. 

For them, life would be perfect if not for two important facts.
 
First, Huawei is a supplier of leading 5G RAN technology with low power consumption amplifiers 
based on gallium nitride. Nobody else can afford a design solution with that rare mineral, and it 
also helps limit CO2 emission.
 
Second, disaggregation of RU, DU, and CU, as well as the decoupling of software from hardware 
in the 5G standard, opened the route for new RAN players like Open RAN and Small Cell Forum 
vendors.
 
Which of these technology trends will matter for mobile operators?

Open RAN
It’s a real revolution. Main European Tier One mobile operators, including Deutsche Telekom, 
Vodafone, Orange, and Telefonica, have signed “ORAN G4” to jointly commit to Open RAN 
deployment as part of their 5G plans. They’ve been pressing for government funding to support 
European Open RAN startups, and the broader ecosystem. The new 3GPP standard lets the small 
vendors become part of the base station product. [8] 

These activities were all boosted after the successful commercial deployment of the Open RAN 
network in Japan. 

Rakuten, the Japanese operator of 4G and 5G networks, showed the world that it’s possible to 
select its suppliers of servers, RUs, and RAN software. It also chose small talented companies 
that specialize in creating radio optimization algorithms adopted to specific Rakuten needs. 
. 

“Open and virtualized RANs are the future of mobile 
networks.” 
 

Deloitte Insights, Technology, Media and Telecommunications for 2021.



 © 2021 Elasticsearch B.V. All rights reserved.  |  26  

The picture below shows the disaggregation effect of the new radio base station:

3GPP radio stack software, in a traditional RAN, is sitting in a BBU server. The Open RAN system 
is split into three components: RU, DU, and CU. DU and CU are the server-based elements where 
3GPP stack layers are located. The main benefit is control of the radio resources management 
flow, based on measurement and management applied in near real time. 

DU and CU statistics can now be collected and analyzed by ML/AI optimization algorithms. This 
wasn’t possible in the case of a single RAN, as the metrics were hidden as a secret part of the 
vendor’s solution. 

What more, the front hall transmission parameters, Enhanced Common Public Radio Interface 
(eCPRI) / Common Public Radio Interface (CPRI), can be correlated with radio statistics. This 
enables the scope of the radio and aggregation network issues analysis to be extended, allowing 
them to be better measured and understood.
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The table below compares traditional RAN with Open RAN:

The O-RAN.org organization decided to use the radio split 7.2, following the 3GPP RAN 
architecture terminology. In this case, only the Low PHY 3GPP stack is part of the RU. The RU 
interconnects with DU over the eCPRI interface, connecting the Low PHY 3GPP stack (RU) with 
the High PHY 3GPP stack (DU). 
 
This RAN split is important for the design of more advanced RIC algorithms. 

Small Cell Forum
The disaggregation of the 3GPP radio protocol was recognized by an alternative forum, Small Cell 
Forum (SCF). 

Small cells complement the macro network to improve coverage, add targeted capacity, and 
support new services and user experiences. There are several types of small cells, with varying 
ranges, power levels, and form factors, following the use cases.

Programmability of network

Global network view, variety of slicing options

QoS/QoE aware network slicing

Enables network automation

Flexible deployment

Any component from any vendor supported

Enhanced resource via RIC

Open RAN

Not programmable

No network slicing

No network automation

Hard coded

Inflexible resource utilization

Vendor lock

Traditional RAN
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SCF decided to use the split 6 as a reference, based on the 3GPP RAN architecture standard. In 
this case, the Low PHY 3GPP stack and the High PHY 3GPP stack are part of the RU.  

The biggest contribution of SCF into RAN technology is the definition of the “5G-FAPI” protocol 
used between PHY and MAC layers. They also defined frontend and management interfaces (P4, 
P5, P7, P14).

Will cRAN without Open RAN change everything?
cRAN is a version of the new 3GPP standard adapted by traditional RAN vendors. It uses the 
same disaggregation standard, but all components are from one vendor, interconnected by 
proprietarily modified interfaces, and without the possibility to mix vendors. 

cRAN can be virtualized, but it can’t be open. A cRAN solution is promoted by the Big Three 
classic suppliers, to imitate Open RAN solutions. All components of such a solution will be still 
under the control of one vendor. We call it vendor lock. Perhaps it will be possible to collect more 
detailed radio statistics (MAC, RLC, PDCP), but these will all be under one vendor’s supervision. 

Open RAN is the most interesting alternative for mobile operators and private networks.  

One big mystery is that while vendors like Ericsson and Nokia are active members of O-RAN.org, 
as well as TIP, they don’t want to declare full openness for interworking with anybody else. Nokia 
has declared itself to be an Open RAN vendor, but is limited in its solutions.

Compared to a distributed traditional RAN, Open vRAN offers a software-centric approach based on 
commoditized hardware, providing the means to build interoperable multi-vendor RAN ecosystems.

Traditional RAN

Multi-vendor Single-vendor Virtualized

RU
Radio Unit

CU/DU SW
Base band

CU/DU HW
Base band

Interfase

Cloud RAN Open RAN Open vRAN
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How 5G and Open RAN will change a roadmap of PM tools
The new architecture of 5G SA, based on network function virtualization (NFV), will change 
the way the PM systems can be developed. Operators will meet opportunities to build their 
systems, including the design of ML algorithms. It can support not only analysis of the network 
phenomenon but also new services like IoT and V2X, and can implement high-capacity, quality 
networks.  

The two main components will be NWDAF and RIC, as part of Open RAN networks. 

This doesn’t mean that there’s a lack of necessity to analyze 2G, 3G, or 4G parameters. It simply 
requires PM engineers to extend the technological view and understand another perspective.  

Two new perspectives in particular are especially challenging. 

The first one is a need to observe and manage a new timestamp in real time and near real time, as 
we’ll open the interior of the RAN base station (RAN disaggregation). 

The second one is a need to scale up the system to collect a large amount of PM data, closer 
to the customer. Densification of the RAN and CN network with hundreds of new MEC locations 
demands a change of the approach to data collection. Mobile operators must prepare for a big 
shift in data analytics, based on plenty of local reliable data clusters and a hierarchy of data 
indexes. 

5G networks will require a HIGH scalability

MEC

MEC

MEC
MEC

MEC

MEC

MEC

MEC

MEC

MEC

MEC

MECMEC
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MEC
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Each new MEC and Open RAN CU location will require a local PM data analysis cluster.
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Data analytics and PM perspective will change 

RAN disaggregation offers the opportunity to implement improved Radio Resources Management 
(RRM) algorithms in real time.

•  UE/Session-related parameters
•  Network-related parameters
•  Service-related parameters
•  Management-related parameters (PM, FM)
•  Cloud-related parameters

Types of Analytics
•  Descriptive Analytics - happening now
•  Diagnostic Analytics - past performance
•  Predictive Analytics - what might happen
•  Prescriptive Analytics - what should be taken

Graduality
•  Real-time - ms time scale
•  Near-real time / Non-Real time - sec/min/hour time scale
•  On demand - real-time and non-real time anal
•  Frozen archive search - over 2 years of snapshots can be 
examined without manually rehydrating data

ITU-R has defined three main usage scenarios [ITU-R M.2083]:

•	 Predictive	analytics	–	operators	will	learn	to	predict;	for	example,	ML	systems	can	anticipate	which	

network	element	components	could	fail,	using	historical	data.

•	 Prescriptive	analytics	–	operators	using	historical	data	and	AI	algorithms	can	predict	a	need	

for	changes	in	the	network;	for	example,	for	the	holiday	season.	The	data	analytics	system	will	

reconfigure	the	network	capacity	over	the	virtual	environment	management	system.

 
This perspective can be implemented with modern ML/AI modules in Elasticsearch. 

Automatic network sizing and configuration cannot happen without the collection of cloud-related 
parameters. The PM system will need to collect and analyze the new metrics.
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Finally, Open RAN may include applications dedicated to the optimization of radio parameters. RIC 
systems managing 1-5 ms low latency Internet sites on local MEC servers need to be equipped 
with rapid statistical analysis modules. The diagram below presents three levels of O-RAN control 
loops.  
 
These control loops run in parallel with each other. Depending on the use case, they may or may 
not have any interaction with each other.  

Although the timing of these control loops is use case dependent, it’s expected that typical 
execution time for use cases in the non-RT RIC control loop is one second or more. Use cases 
in the near-RT RIC control loop have a use case execution time of 10 ms to one second, and the 
O-DU scheduler loop operates below 10 ms. 

Implementation of PM and data analytics systems in such a case is divided into at least two levels 
of clusters: a centralized cluster to manage the non-RT Control Loop, and local, smaller clusters 
to manage analytics of the near-RT Control Loop.
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Let’s look at RIC and NWDAF solutions.

RIC: A new, optimized RAN solution 

For years, mobile operators have been using a Self-Organizing Network (SON) solution, optimizing 
off-line parameters like antenna tilt, handovers, and neighbor stations. 

RIC will be capable of optimizing many more radio parameters in near real time. It can work only 
with live network measurements of traffic. Here, it’s a strong point for a data analytics solution 
with adequate statistics and well-trained ML algorithms. 

PHY, RLC, MAC, or PDCP statistics all need to give the ML algorithms proper input. 

A RIC system, realized as a set of xApps, can be used for several use cases. 
 
For example, we can enumerate QoS/QoE management in the network slices, optimize network 
interference, increase a network capacity by optimization of scheduler policies, and more. Today, 
there are no limits to these ideas. 

RIC must be based on fast JSON databases. Local RIC can be enriched with data from a central 
analytical system including geolocation extended source of other data. It can also work in the 
opposite direction, sourcing data to the central location.
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PHY/MAC/RLC monitoring: A magnifying glass deep into radio protocols

A deeper view of the Open RAN RIC architecture allows us to understand the variety of 
possibilities behind the technology.

The picture above presents new anchoring points for collecting detailed statistics.  

This solution lets you see the PM system information from RAN, TN, CN, and Management 
systems. They’re not just rows or columns in the database; they’re part of the active solution 
delivering new service and quality.

Source: O-RAN plugfest
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NWDAF: New 5G data analytics standards, the best friend of modern PM

NWDAF is a central point for data analytics in the new 5G network architecture. It uses NWDAF 
services to collect and provide analyzed information to and from the network nodes. It cooperates 
with (3GPP TS 29.520 Rel. 16): NSSF, AMF, SMF, PCF, NEF, OAM, and AFs.  

In brief, NWDAF collects activity data from the network, management systems, and any other data 
repository. After analysis, it delivers the instructions as a set of analyzed data back to the network 
functions.  

Any network function can become an Application Function (AF). A good example is the MEC 
server:

NF NF

AFAF

Delivery of 
activity data and 
local analytics

Delivery of 
analytics dataNWDAF

OAM

Data
repositories

Data
access

Figure 4.21: general framework for 5G network automation
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The diagram below shows DAF systems dedicated to several network functions:

Over the message bus, separate DAFs are communicating with each other through the main PM 
system. It can be a CN NWDAF system, RAN-DAF, ISP access point, DN-DAF, or even OAM-DAF.
 
While constructing a new-generation data analytics solution, we suggest supporting DAF 
functions. 

So what could a new-generation PM system potentially look like? What functions should it have, 
and how many existing solutions could be reused, despite the need to adopt the new technology 
changes? 

Let’s look at a practical example implemented by a mobile network operator. 
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Implementation
From theory to reality is just one step. 

The Elastic Platform is deployed across multiple telecommunication organizations around the 
world. It combines highly capable ingest tools (Logstash, Beats, Elastic Agent, and Fleet), core 
processing, and a search engine (Elasticsearch) with broad visualisation capabilities (Kibana, 
Vega, and Canvas).  

The Elastic Platform is simple from an operational perspective. And it offers multiple different 
ways of deployment; from self-managed through private cloud deployments toward a fully 
managed Elastic cloud offering.  

Many well-known telecommunication vendors are using Elasticsearch as a core for their network 
monitoring software. It has become the de facto standard for logging and metrics analysis 
solutions. Many teams started their journey with Elasticsearch, and quickly realized that many of 
their pain points can be addressed with the solution. 
 
Most common applications address performance monitoring aspects of:

•	 IP	network	communication	devices	(routers,	switches,	load	balancers)	implemented	by	Play	Mobile

•	 DSL	lines	

•	 GPON	links	monitoring,	implemented	by	Orange

•	 Radio	lines,	implemented	by	Play	Mobile

•	 RAN	(measured	from	the	perspective	of	core	network	events)

•	 RAN	(Radio	KPIs)

•	 Core	network	(packet,	circuit	switched,	services	such	as	Volte,	for	example)

•	 Voice	transport	(multiple	operators)

https://www.elastic.co/blog/play-modernizing-telecommunications-elastic-stack-observability
https://www.elastic.co/blog/play-modernizing-telecommunications-elastic-stack-observability
https://www.elastic.co/blog/telecommunications-observability-elastic-stack-monitoring-voice-traffic-data
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What’s next?
PM addresses specific service assurance challenges. From Day 1, the solution can also be 
extended into advanced, AI/ML-driven automation solutions, alongside evolving enriched 
business needs.

To prototype your new, enriched network performance analytics system, contact your Global 
Account team and schedule your Elastic Bootcamp.

Elastic Bootcamp

At this executive briefing and hands-on prototyping workshop, executives are immersed in a 
process where they use the Elastic Stack to explore business challenges and aspirations. They’ll 
jointly identify the highest-priority opportunities to solve with data (the art of possible). Unlike 
other executive briefings that are frequently one-way product or service sales pitches, the 
Elastic Bootcamp is a collaborative process where tangible prototypes are built and problems are 
solved—no innovation theatre here.

https://www.elastic.co/deutsche-telekom/accelerate
https://www.elastic.co/deutsche-telekom/accelerate
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List of abbreviations
3GPP	–	3rd	Generation	Partnership	Project

AF	-	Application	function

AI	–	Artificial	Intelligence

AMF	–	Access	and	Mobility	Function

BSS	-	Business	Support	System

CDR	–	Call	Data	Record

CN	-	Core	Network

CPRI	-	Common	Public	Radio	Interface

CRM	-	Customer	Relationship			 	
Management

CU	–	Central	Unit

DAF	–	Data	Analytics	Function

DNS	–	Domain	Name	Server

DU	–	Distributed	Unit

ECS	-	Elastic	Common	Schema	

eCPRI	-	Enhanced	Common	Public	Radio							
	 	Interface	

ELT	–	Extract	Load	Transform	

ETL	-	Extract	Transform	Load

eMBB	–	enhanced	Mobile	BroadBand

ETL	–	Extract	Transform	Load

ETSI	-	European	Telecommunications	
Standards	Institute

IMEI	-	International	Mobile	Equipment			
	Identity	

IMSI	-	International	Mobile	Subscriber	
Identity	

IoT	-	Internet	of	Things

KPI	–	Key	Performance	Indicator

MEC	–	Multi-access	Edge	Computing

ML	–	Machine	Learning

MME	-	Mobile	Management	Entity

mMTC	–	massive	Machine	Type		 	 	
	 		Communication

NWDAF	–	Network	Data	Analytics	Function

NF	-	Network	Function

NF	-	Network	Function	Virtualization

OAM	-	Operations,	Administration,	and		 	
	Maintenance	

ODF	-	Open	Digital	Framework	

ORAN	–	Open	RAN

PM	–	Performance	Management

QoS	-	Quality	of	Service

RAN	–	Radio	Access	Network

RRM	–	Radio	Resources	Management

RU	–	Radio	Unit

RIC	–	RAN	Intelligence	Controller	

SA	–	Service	Assurance

SCF	–	Small	Cell	Forum

SMF	–	Session	Management	Function

TIP	–	Telecom	Infra	Project

TN	-	Transmission	Network

UE	-	User	Experience

UI	-	User	Interface

URLLC	–	Ultra-Reliable	and	Low	Latency		 	
	 		Communications

VAS	-	Value	Added	Services

vRAN	–	virtual	Radio	Access	Network
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